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Problem:
Company XYZ has over 400 employees in four different offices across the globe. The company has branches in Paris, Tokyo, and New York and its headquarters are in Los Angeles.

Design a network that connects the four offices of XYZ by wide area links. The company has users in three different departments, each of which has different security and resource requirements. However, each of the physical offices has some users from each department.

The financial department maintains personal and financial information that only authorized financial department employees may access. Other users should not be able to access this information. The human resources (HR) department maintains records of the employees in the company. Each employee should be able to view his or her personal information but not the information of any other employee. Those who work in the HR department should be able to access the relevant employee data necessary for them to do their job. The marketing department maintains a database of products and marketing campaign information. All employees of the company should have access to this information, but no one outside of the company should have this right.
Hybrid Architecture: Designing a Corporate Network
The most appropriate network design for this organization would have to be a hybrid directory services architecture.  The number of employees who will be on the network, combined with the geographical distances, makes a peer-to-peer architecture unmanageable (Ciccarelli, et al., 2008, pp. 74-75). The client/server architecture and the directory services architecture are also too limiting for organizational growth, on their own (Ciccarelli, et al., 2008, p. 81). However, a combined hybridized network setup using a directory control structure with centralized application management via a client/server setup is feasible.
Using central applications management programs such as Citrix and a directory management application such as Microsoft’s Active Directory Domain Services, this organization would be able to manage all applications, users, and security from one central location (Citrix Systems, Inc., 2011) (Microsoft, 2011). Using the application management program would enable the company to expand its application library across the whole of the organization, without the overhead of rolling the programs out to each individual workstation. The directory services application would enable the network administrators to segregate security zones within the network, so that only those employees who are meant to have access to certain items will have access. 
In terms of security, users would be organized into Organizational Units, or OUs. These OUs are virtual structures built within the directory services management application, which effectively create boundaries around users and/or hardware as required (Ciccarelli, et al., 2008, p. 94). These boundaries define what hardware/users have access to on the network. They can also define policies and how certain applications and operating systems operate.

For instance, all employees would sit within the “Company” OU where the security is defined that everyone is able to view their own personal details, but not those of any other employee. There would also be a “HR” OU, which defines the security rights for the Human Resources department. Finally there would be a “Marketing” OU, which all users would be a part of, but would be separate from the  “Company” OU so that any security changes which need to be made in the future could happen without affecting all other OUs.
Overall, a pure directory services setup could work by itself. However, the process of managing the numerous applications across such a vast geographical landscape would soon become time consuming, tedious, and costly. As such, for the sake of future growth a hybrid setup would be the best option in terms of network architecture. For an example of how the network itself could be designed, please see figure 1 in the appendix.
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Figure 1
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MPLS: Multiprotocol Label Switching services, this is a service provider WAN technology (Citrix Systems, Inc., 2011, p. 78).

IPv6: Internet Protocol version 6, this is the new IP developed to take the place of IPv4 which has run out of addresses (Ciccarelli, et al., 2008, p. 215). I have chosen IPv6 as it will ensure the organization is future proof, and provide the highest security features available.

IPSec: IP Security, this is a built in security feature which is automatically available in IPv6 (Citrix Systems, Inc., 2011, p. 80).

QoS: Quality of Service, this is a group of procedures which involves “reserving bandwidth, shaping traffic to meet the reserved bandwidth, and policing traffic that exceeds the reservation” (Doherty, Anderson, Maggiora, & Clement, 2008, p. 72).

