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Screenshot of Head Office showing configured crypto map enabled on Interface s1/1:
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Screenshot of Branch showing configured crypto map enabled on interface s1/0:
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Screenshot showing Branch Crypto Configuration and crypto session:
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Screenshot showing Crypto map and crypto session of Head Office:
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	While email is a valid form of communication, it has its flaw in the fact that files being sent or received must be stored in triplicate through the email system. For instance, if I were to send a 10MB file to my buddy Will, that file would first be stored in a local directory. The file would then be stored on the exchange server, and finally the file would get stored on Will’s machine. In instances where the file is sent to multiple recipients, say an entire department of 100 people, that file would go from being a 10MB file to being a 1000MB file. A single user could, in essence, flood a network with traffic inadvertently doing nothing more than sending a single file.
	VPN connections overcome this limitation by allowing a user to store the file in a shared folder. Each recipient could then connect to that folder and peruse the document as required. In some instances, the 100 recipients may not need access to the file, and only 20 or so users would even look at it. An email could still be sent, but instead of having the document attached, the email would simply stat “go here for the file.”
	At the core of a network, a MLS allow for the implementation and integration of multiple features out of one box. Across a MAN setup, this reduces the amount of hardware to keep track of, while increasing the overall functionality of a network. VLANs, QoS, Routing, Shaping, and Tracking can all be done through a single device. 
	However, at the edge of a network, all these features may not be required. Reason being that the internal network has already done the vast majority of work for packet processing. As such, a gateway router would suffice, in most instances. Intention being, edge nodes are likely to have all traffic passing through them. Having their sole purpose be nothing more than routing would ensure that traffic is not bogged down by further functions which core nodes can manage.
	When deciding between VPN, MPLS, or SSL/SSH transport multiple factors must be decided upon before implementation can begin. VPNs allow for the secure connection of two separate networks at low cost (Meyers, 2009). However, VPNs are subject to the wild traffic of the internet, and once the data leaves the core network, it can only move as fast as the intervening routes will allow. This is fine for simple file sharing, but can become burdensome when working with speed sensitive applications.
	MPLS on the other hand is managed at the ISP level (Chadda, 2004). This means that there will be an incurred fee greater than VPN or SSL/SSH combined, usually. However, traffic is sure to get to its destination at the fastest possible speed using the best QoS and shaping offered. When working with applications that must have access to large amounts of data in the shortest possible timeframe, this is the premium way to go.
	SSL/SSH should only be used on data light transfers, or when connecting to remote consoles. There is largely no fee suffered for using these protocols. However, they are absolutely subject to internet traffic, and in some cases are subject to cracking through methods like BEAST (browser exploit against SSL/TLS) (Goodin, 2011). This does not mean they will crack the security, but that it is a possibility. As such, SSL/SSH should be relegated to non-sensitive traffic that is preferred private but is not detrimental to the network at large.
	When file transfer is the key goal, VPN is the go to method most definitely. However, when traffic shaping and QoS over the Internet are a must, the network administrator must pay the bucks and implement MPLS. If privacy is a concern but data loss is not a detriment to the network at large, SSL/SSH is definitely an option. The key thing to remember is that the internet is a jungle, separation of network data is a must or the network is asking to be cracked.
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Network Diagram Device Controls Thumbnails

Branch

[czypto Map "CMAP" 1 ipsec-isakmp
Peer = 192.168.1.2
Extended IP access list 100
access-list 100 permit ip 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255
Current peer: 192.168.1.2
Security association lifetime: 4608000 kilobytes/3600 seconds
PES (Y/N): N
Transform set
uyseT,

i
Interfaces using crypto map CMAP
seriall/o

Branch#show crypto session
cxypto session current status

Interface: Seriall/0
Session status: UP-ACTIVE
Peer: 192.168.1.2 port 500
IRE SA: local 192.168.3.2/500 remote 192.168.1.2/500 Active
IPSEC FLOW: permit ip 10.1.1.0/255.255.255.0 172.16.1.0/255.255.255.0
Active SAs: 2, origin: crypto map

sranchtll

Status:  Connected to server - idle
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[czypto Map "CMAP" 1 ipsec-isakmp
Peer = 192.168.3.2
Extended IP access list 100
access-list 100 permit ip 172.16.1.0 0.0.0.255 10.1.1.0 0.0.0.255

Current peer: 192.168.3.2
Security association lifetime: 4608000 kilobytes/3600 seconds
PES (Y/N): N
Transform set

uyseT,
)
Interfaces using crypto map CMAP

Seriall/l

Head-0ffice#show crypto session
czypto session current status

Interface: Seriall/l
Session status: UP-ACTIVE
Peer: 192.168.3.2 port 500
IRE SA: local 192.168.1.2/500 remote 192.168.3.2/500 Active
IPSEC FLOW: permit ip 172.16.1.0/255.255.255.0 10.1.1.0/255.255.255.0
Active SAs: 2, origin: crypto map

ead-officesl]

Status:  Connected to server - idle
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Hoad-Office

[Type escape sequence to abort.
Tracing the route to 10.1.1.1

1192.168.1.1 12 msec 12 msec 16 msec
2 192.168.3.2 28 msec 28 msec *
Head-0fficetconfig term
Enter configuration commands, one per line. End with CNTL/Z.
Head-0f£ice (config) #crypto isakmp policy 1
Head-0ffice (config-isakmp) fcrypto isakmp key ciscol23 addr 192.168.3.2
Head-0ffice (config) #8 100 permit ip 172.16.1.0 0.0.0.255 10.1.1.0 0.0.0.255
Head-0ffice (config) #crypto ipsec transform-set MYSET esp-3des esp-sha-hmac
Head-0ffice (cfg-crypto-trans) #exit
Head-0ffice (config) #crypto map CMAP 1 ipsec-isakmp
% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.
Head-0ffice (config-crypto-map) #set peer 182.168.3.2
Head-0ffice (config-crypto-map) #set transform-set MYSET
Head-0ffice (config-crypto-map) fmatch address 100
Head-0f£ice (config-crypto-map) fexit
Head-0ffice (config) #interface s1/1
Head-0ffice (config-if) fcrypto map CMAP
lHead-0ffice (config-1if) fend
“May 12 00:35:32.511: SCRYPTO-6-ISAKME_ON_OFF: ISAKME is ON
Head-of£icet
“May 12 00:35:34.463: 3SYS-5-CONFIG_I: Configured from console by consolell
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Branch

[Branchicontig term
Enter configuration commands, ome per line. End with CNTL/Z.
[Branch (config) #crypto isakmp policy 1
Branch(config-isakmp) fauthentication pre-share
Branch (config-isakmp) fexit
Branch(config) fcrypto isakmp key ciscol23 address 192.168.1.2
Branch(config)#$ 100 permit ip 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255
Branch(config) fcrypto ipsec tramsform-set MYSET esp-3des esp-sha-hmac
Branch (cfg-crypto-trans) fexit
Branch(config) fcrypto map CMAP 1 ipsec-isakmp
% NOTE: This new crypto map will remain disabled until a peer

and a valid access list have been configured.
Branch(config-crypto-map) #set peer 192.168.1.2
Branch (config-crypto-map) #set tramsform-set MYSET match address 100
ERROR: tramsform set with tag "match” does not exist.

[Branch(config-crypto-map) #set transform-set MYSET
Branch(config-crypto-map) #match address 100
Branch(config-crypto-map) #exit

Branch(config) #interface s1/0

Branch(config-if) #crypto map CMAP

Branch(config-if)

“May 12 00:38:14.699: SCRYPTO-6-ISARMP_ON_OFF: ISARMP is ONend

Branch#

“May 12 00:38:24.175: %5YS-5-CONFIG_I: Configured from comsole by comsole
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