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Week 3 Lab: SSH and Port Security
Screenshot of SSH to SW1 from R1:
[image: ]
Screenshot of Telnet to SW1 from R1:
[image: ]


Screenshot of port-security with sticky:
[image: ]
Screenshot of port-security on interface g0/2:
[image: ]


Screenshot of R1 mac address invalidation and ping failure:
[image: ]
Screenshot of SW1 showing the port security violation of badd.badd.badd:
[image: ]


Screenshot verifying the new port security on SW1:
[image: ]
Screenshot showing the arp clear on SW1 and then confirmation ping to R1:
[image: ]


Telnet should not be an option nor required for any circumstance. It is an insecure method of data transport that can be easily subject to man in the middle sniffing. In the event of a router failure of such magnitude that a technician needed to remote into the machine remotely, SSH is always an option. To say that they would not have access to a SSH terminal is the equivalent of saying they do not have access to a telnet terminal. Both require the internet, and therefore, a SSH is only a download away.
SSH key distribution without direct access can be met through physical transfer (USB or external HDD) or digital transfer (network storage/file share), email transfer is not recommended as it is an unsecure mode of data transportation. Nevertheless, in dire emergency, such transfer is still an option. The most secure method is through password encryption of the SSH key through a RAR or other type of compression medium, and the password stored in a password managed warehouse, such as KeePass (Reichi, 2012).
When one set of SSH need to be shared amongst multiple devices on a network, and some of those devices do not require a password to access SSH, security becomes a concern. This can be easily rectified by ensure those devices that do not require an SSH password are password secure themselves. Also, only authorized personnel are allowed to know the passwords to those particular systems.
The idea that the network administrator would become overloaded with security port changes during hardware mac movements is a concern. However, one must remember, this is their job. Nevertheless, delegation, proper port configuration, and project planning can decrease the overall workload which may be required during large hardware movements. The easiest method would be to give access to all ports on the network to those pieces of hardware which are allowed access to the network. This would remove any work required for port enabling during large moves.


Reference
Meyers, M. (2009). CompTIA Netowrk+ Guide to Managing and Troubleshooting Networks (2nd ed.). McGraw-Hill.
Reichi, D. (2012). KeePass Password Safe. Retrieved May 4, 2012, from KeePass: http://keepass.info/
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Network Diagram Lab Content Device Controls Thumbnails

swi

% Invalid input detected at '~' marker.
sul(config) #ifconfig
% Invalid input detected at '~' marker.

swl(config) #interface £0/2

% Invalid input detected at '~' marker.

5wl (config) #interface g0/2

sul(config-if) #switchport mode access

swl(config-if) #switchport port-security

swl(config-if) #switchport port-security mac-address sticky
5wl (config-if) fend

swis

00:54:23: %5¥5-5-CONFIG_:
swltping 10.4.1.1

Configured from console by comsole

Type escape sequence to abort.
|Sending 5, 100-byte ICMP Echos to 10.4.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/8 ms
suis

Status:  Connected to server - idle
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Network Diagram Device Controls

swi

interface GigabitEthernet0/2

switchport mode access

switchport port-security

switchport port-security mac-address sticky

switchport port-security mac-address sticky 18ef.63d9.0830

interface GigabitEthernet0/3

swlishow port-security interface g0/2
Port Security Enabled

Port status Secure-up
violation Mode Shutdoun

|aging Time 0 mins

|aging Type Absolute
securestatic Address Aging : Disabled
Maximun MAC Addresses

Total MAC Addresses

lConfigured MAC Addresses

sticky MAC Addresses

Last Source Address:vlan 18e£.63d9.0830:1
security violation Count o

sul#

Status:  Connected to server - idle
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R1

User Access Verification

Username: netadmin
Password:
sul>exit

[Connection to 10.4.1.2 clesed by foreign host

z1>enable

rliconfig t

Enter configuration commands, one per line. End with CNTL/Z.

z1(config) #interface £0/0

z1(config-if)fmac-address badd.badd.badd

r1(config-if)#end

¢

“May 5 03:52:25.163: %5YS-5-CONFIG_I: Configured from comsole by comsole
rltping 10.4.1.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.4.1.2, timeout is 2 seconds:

‘May 5 03:52:38.627: BLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthern
2£0/0, changed state to doun.

Success rate is 0 percent (0/5)
13
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swi

swlt

01:01:31: SLINK-3-UPDOWN: Interface GigabitEthernet0/2, changed state to down

swltshow port-security

Secure Port MaxSecureAddr Currenthddr SecurityViolation Security Action
(Count) (Count) (Count:

Total Addresses in System (excluding onme mac per port
Max Addresses limit in System (excluding one mac per port) : 6144
swlishow port-security interface g0/2

Port security Enabled

Port status Secure-shutdoun
[violation Mode Shutdoun

|laging Time 0 mins

|aging Type Absolute

Securestatic Address Aging : Disabled

Maximun MAC Addresses

Total MAC Addresses

lConfigured MAC Addresses

Sticky MAC Addresses

Last Source Address:vlan badd.badd.badd: 1
Security Vielation Count 1

sul#
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swi

sultconfig

Enter configuration commands, one per line. End with CNTL/Z

sul(config) #interface g0/2

swl(config-1f) #shut

swl(config-1f)#

01:09:19: BLINR-5-CHANGED: Interface GigabitEthernet0/2, changed state to admini

stratively down

swl(config-if)#no shut

swl(config-1£)#
9:31: SLINK-3-UPDOWN: Interface GigabitEthernet0/2, changed state to up
9:32: SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/2, ch

langed state to up

swl(config-if) #switchport port-security violation restrict

swl(config-1if) $end

swis

01:10:56: #5YS-5-CONFIG_I: Configured from console by console

swl#show port-security

Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action

(Count) (Count) (Count!

Total Addresses in System (excluding one mac per port.
[Max Addresses limit in System (excluding one mac per port) : 6144
sul#

Status:  Connected to server - idle





image8.png
Network Diagram Device Controls Thumbnails

swi

swl(config-if) #no shut
swl(config-1£)#
9:31: SLINK-3-UPDOWN: Interface GigabitEthernet0/2, changed state to up
9:32: SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/2, ch
langed state to up
swl(config-if) #switchport port-security violation restrict
swl(config-1if) $end
swis
01:10:56: #5YS-5-CONFIG_I: Configured from console by console
swl#show port-security
Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count!

Total Addresses in System (excluding one mac per port.

[Max Addresses limit in System (excluding one mac per port) : 6144
suliclear arp

swltping 10.4.1.1

Type escape sequence to abort

Sending 5, 100-byte ICMP Echos te 10.4.1.1, timeout is 2 seconds

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/203/1007 ms
suis

Status:  Connected to server - idle
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[RCM PROXY: connecting to device...]
[RCM PROXY: connected]

Connected - Press ENTER for device prompt &

* Your devices are in pod 4 *

lz1>ping 10.4.1.2

Type escape sequence to abort.

|Sending 5, 100-byte ICMP Echos to 10.4.1.2, timeout is 2 seconds:

|Success rate is 60 percent (3/5), round-trip min/avg/max = 1/3/4 ms
r1>ssh -L netadmin 10.4.1.2

lPassword:
* Your devices are in pod 4 *

sul>

Status:  Connected to server - idle

I

I N X T X ————
e http://khse.vlab.elementk com/viab/deviceMasterviab? O ~ B & X E BR
twork i

: single | tabby





image2.png
R1

swl>enable
% No password set

swl>show ip protocols

“%% IP Routing is NSF aware *¥*

sul>exit

[Connection to 10.4.1.2 closed by foreign host,
lr1>telnet 10.4.1.2
Trying 10.4.1.2 ... Open

* Your devices are in pod 4 *

User Access Verification
Username: netadmin
lPassword:

sul>exit

[Connection to 10.4.1.2 closed by foreign host,
z1>

Status:  Connected to server - idle

I

I N X T X ————
e http://khse.vlab.elementk com/viab/deviceMasterviab? O ~ B & X E BR
twork i

Lab Content Device Controls Thumbnails : single | tabby
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